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ABSTRACT

Recent results of machine learning for automatic vulnerability de-
tection have been very promising indeed: Given only the source
code of a function f, models trained by machine learning techniques
can decide if f contains a security flaw with up to 70% accuracy.

But how do we know that these results are general and not spe-
cific to the datasets? To study this question, researchers proposed
to amplify the testing set by injecting semantic preserving changes
and found that the model’s accuracy significantly drops. In other
words, the model uses some unrelated features during classifica-
tion. In order to increase the robustness of the model, researchers
proposed to train on amplified training data, and indeed model
accuracy increased to previous levels.

In this paper, we replicate and continue this investigation, and
provide an actionable model benchmarking methodology to help
researchers better evaluate advances in machine learning for vul-
nerability detection. Specifically, we propose a cross validation
algorithm, where a semantic preserving transformation is applied
during the amplification of either the training set or the testing
set. Using 11 transformations and 3 ML techniques, we find that
the improved robustness only applies to the specific transforma-
tions used during training data amplification. In other words, the
robustified models still rely on unrelated features for predicting the
vulnerabilities in the testing data.
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1 INTRODUCTION

Recently a number of different publications have reported high
scores on vulnerability detection benchmarks using machine learn-
ing (ML) techniques [1, 5-8, 14]. So, does this mean that the problem
of detecting security vulnerabilities in software is solved? How do
we know that the reported results are general and not specific to
the benchmark datasets?

To study these questions, researchers have tried to explore the
capabilities and limits of machine learning techniques in ways that
go beyond simple evaluations on benchmark testing sets. For exam-
ple, it is possible to apply small semantic preserving amplifications
to the input programs of a state-of-the-art model and then mea-
sure, whether the model changes its predictions and whether it still
performs well. Examples for such amplifications are identifier re-
naming [9, 17-20], insertion of unexecuted statements [9, 16, 18, 19]
or replacement of code elements with equivalent elements [3, 10].
The impact of applying semantic preserving amplifications to test-
ing data has been explored for many different tasks in software
engineering, and the results seems to be clear: Machine learning
techniques lack robustness against semantic preserving amplifica-
tions [3, 4, 9, 11, 15-20].

A common strategy to address the robustness problem is train-
ing data amplification; applying the same or similar amplifications
to the training dataset. Many of the works that reported the lack
of robustness of ML models when trained on unamplified data
also investigated training data amplification using their respective
methods [4, 9, 11, 16-20]. They found a restoration or at least im-
provement towards the initial high performance. But does training
data amplification actually improve the ability of these models to
detect vulnerabilities, or are they just overfitting to a different set
of data?

We contribute to answering this question by proposing a gen-
eral benchmarking methodology that can be used to evaluate the
capabilities of machine learning models for vulnerability detection
by using data amplification. The core of the methodology is a cross
validation, in which a selected semantic preserving amplification
method is applied to the training dataset of a model, and a different
amplification method is applied to the testing dataset (see Figure 1).
When repeated for all possible pairs out of a set of amplification
methods, the resulting scores provide a measure of overfitting to
the specific semantic preserving amplification methods that were
used during training data amplification.

In addition to the general methodology, we present the results of
an empirical study, in which we apply the proposed methodology
to three state-of-the-art ML techniques for vulnerability detection.
We implemented 11 different semantic preserving amplification
methods and tried to cover types of amplifications commonly used
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Figure 1: Our proposed methodology to detect overfitting
of machine learning techniques for vulnerability detection.
Different amplification methods are represented by different
colors.

in the literature [9, 10, 13, 16-20]. Table 1 lists all amplification
methods, categorizes them by type and provides short descriptions
for each of them.

In order to evaluate ML techniques which represent the state-of-
the-art of machine learning for vulnerability detection, we chose
the Top-3 techniques from the CodeXGLUE leaderboard [12] for
which the authors provide open-source implementations. Based on
the described criteria, we selected CoTexT [14], VulBERTa [8] and
PLBart [2] for our experiments.

As our main data source we use the Devign dataset [21] from the
CodeXGLUE benchmark, which contains 26.4k C functions (45.6%
contain security vulnerabilities) from the two popular open source
repositories Qemu' and FFmpeg?. Most of the vulnerabilities in the
dataset are memory-related, e.g. memory leaks, buffer overflows,
memory corruption or crashes.

Figure 2 shows the result of evaluating the three selected tech-
niques using our proposed methodology. As expected, we find a
strong benefit of training data amplification (59.8% average restora-
tion of accuracy) when the amplification methods applied to train-
ing and testing dataset are the same. However, we find no improve-
ment in performance when the amplification methods applied to
training and testing dataset are different. In fact, we even find
an additional 35.7% average decrease in accuracy. In other words,
state-of-the-art ML techniques severely overfit to the specific label-
unrelated features introduced by training data amplification. The

1Qemu: https://github.com/qemu/qemu
2FFmpeg: https://github.com/FFmpeg/FFmpeg
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Table 1: The semantic preserving amplification methods that
we implemented for our experiments.

Identifier Type Description
a; Identifier Renaming ~ Rename all function parameters to a ran-
dom token.
a Statement Reordering  Reorder all function parameters.
as Identifier Renaming  Rename the function.
ay Statement Insertion Insert unexecuted code.
as Statement Insertion Insert comment.
ag Statement Reordering ~ Move the code of the function into a sepa-
rate function.
az Statement Insertion Insert white space.
ag Statement Insertion Define additional void function and call it
from the function.
ag Statement Removal Remove all comments.
ap Statement Insertion Add code from training set as comment.
ayy All Random selection of a; to ayg.
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Figure 2: Testing dataset performance of the three ML tech-
niques when only testing data is amplified (green boxplots),
when training- and testing data is amplified using the same
amplification method (purple boxplots), and when training-
and testing data is amplified using different amplification
methods (yellow boxplots). Each boxplot represents the dis-
tribution of the testing dataset accuracies over the 11 ampli-
fication methods.

improved robustness only applies to the specific type of amplifica-
tion method used during training.

In summary, this paper makes the following contributions:

* We present a general methodology that can be used to evaluate
ML models for vulnerability detection using data amplification.

* We show empirically, that the robustness gained by data amplifi-
cation only applies to the specific amplification methods used
during training, and that robustified models overfit to the unre-
lated features introduced by semantic preserving amplification
methods.
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